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• Reasonable care has been taken in providing this information but LIMOSS does not give express 

or implied warranty as to its accuracy. LIMOSS does not accept liability for errors or omissions.  

• Any corrections or suggestions for improving this guide should be emailed to 

ServiceDesk@limoss.london.  

• All URLs are correct at time of publishing. LIMOSS is not responsible for external links.  

• Documentation is constantly under review to ensure the latest information is provided. Users 

are advised to visit https://limoss.london to access the latest version of this document.  

• Commercial agreements applicable to this service refer to LIMOSS SSO, LIMOSS SDE and LIMOSS 

API Gateway under the term “Common Services”. 
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1 Overview 

Devolved Admin Portal (DAP) is a web-based tool that allows Authorised Contacts to manage their 

Users and Domains in LIMOSS SSO. DAP allows the following tasks to be completed: 

 

Managing Users 

• View existing users registered in LIMOSS SSO (search or list) 

• Add new users to LIMOSS SSO (individually or bulk creation) 

• Delete existing users (individually or bulk deletion) 

• Change existing user’s details (name & permissions only) 
 

Managing Domains 

• View existing domains 

• Add, change or remove an approved domain  

• Confirm the number of users per domain 
 

Warning 
DAP allows Authorised Contacts to make live changes to the list of user accounts registered by their 

organisation in LIMOSS SSO. Removing a user account will prevent the user from accessing all 

market services that rely on their LIMOSS SSO account. This includes access to services via the 

LIMOSS API Gateway. Account deletion cannot be undone and may lead to loss of service and/or 

data for market users.  

 

DAP users are strongly advised to ensure they have the correct details when adding/removing users 

and that all on-screen warning messages are read carefully. Authorised Contacts are advised to 

contact the LIMOSS Service Desk before deleting any accounts if they are unclear about the impact.  

 

DAP allows Authorised Contacts to see the full list of user accounts within their organisation. This 

includes personal information such as the user’s name and email/user ID. Authorised Contacts are 

advised to use and protect this data in accordance with their own organisation’s data privacy policy. 

The LIMOSS privacy policy is available at https://limoss.london/privacy-and-cookies.  

 

LIMOSS SSO DAP is part of ‘Common Services’ as defined in the LIMOSS SSO Market User Agreement 

and is subject to that agreement.  

  

https://limoss.london/privacy-and-cookies
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2 Registering for DAP 

2.1 Registering for DAP 

To access DAP, users must already be an Authorised Contact in LIMOSS SSO and be registered for 

DAP. LIMOSS recommends that DAP access is only given to appropriate Authorised Contacts. 

 

To register for DAP, Authorised Contacts should email servicedesk@limoss.london requesting DAP 

Access – or visit the Hornbill self-service tool and use the ‘Change Details of an Existing User’ tile in 

the LIMOSS SSO area. 2 working days should be allowed for access requests to be fulfilled. Once an 

authorised contact is registered, they can access DAP as described in Section 3 below.  

2.2 De-Registering for DAP 

DAP access will automatically be removed whenever a user account is removed from LIMOSS SSO or 

has its Authorised Contact status removed. Authorised Contacts can also request to have DAP access 

removed by emailing servicedesk@limoss.london – or visiting the Hornbill self-service tool and using 

the ‘Change Details of an Existing User’ tile in the LIMOSS SSO area. . 2 working days should be 

allowed for access requests to be fulfilled.  

2.3 Launching DAP  

The Devolved Admin Portal (DAP) can be launched in two ways:  

2.3.1 Access via LIMOSS SSO Portal Page 

• Open the LIMOSS SSO Portal Page: https://portal.londonmarketgroup.co.uk/#/applications 

and click the “Devolved Admin Portal” tile below: 

 

 

2.3.2 Direct access via DAP homepage  

• Open a browser and navigate to: https://dap.londonmarketgroup.co.uk/  

mailto:servicedesk@limoss.london
https://customer.hornbill.com/limoss/servicemanager/log/57/serviceRequest/175/
mailto:servicedesk@limoss.london
https://customer.hornbill.com/limoss/servicemanager/log/57/serviceRequest/175/
https://portal.londonmarketgroup.co.uk/#/applications
https://dap.londonmarketgroup.co.uk/
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2.4 MFA 

DAP is configured to enforce Multi-Factor Authentication (MFA). This is a second form of 

authentication to help keep user accounts secure. The first time a user accesses DAP, they will be 

required to setup an MFA method. Users are advised to configure their MFA in accordance with their 

own organisation’s MFA policy. Users should never share their MFA details with anyone. If a user 

believes their MFA details have been compromised, they must inform the LIMOSS Service Desk. 

 

The MFA used for DAP is separate to any MFA system provided by a user’s own organisation. 

 

More details on MFA can be found at https://docs.microsoft.com/en-us/azure/active-

directory/authentication/concept-mfa-howitworks 

2.5 Automatic log-out 

For security reasons, users will be prompted to log back into DAP one hour after their last log-in.  

3 Managing Users 

3.1 Adding Users 

The following section describes how to add a user into LIMOSS SSO and explains the different 

options available for new users. The process of adding users only invites the user to use LIMOSS SSO. 

The user must accept the invitation before accessing LIMOSS SSO services. LIMOSS suggests advising 

all new users that they will receive an email from invites@microsoft.com and must action the email 

to complete their registration. (The only exception is for organisations using email suppression. See 

Section 4.1.3 below) 

 

Authorised Contacts can only add a user account to their own organisation. Requests to add users to 

another organisation should be made via an Authorised Contact in that organisation or the LIMOSS 

Service Desk.  

 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
mailto:invites@microsoft.com
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3.1.1 To add a new user into an organisation, access DAP and click “Users” highlighted below. 

 
 

3.1.2 Click the “Add User” button highlighted below. 

 

 

3.1.3 The Add User screen will be shown. Enter user’s first name (given name), surname (family 

name) and Email/User ID in the provided fields. The Save button will only become enabled once the 

correctly formatted data has been provided. 

The domain of the User ID must be in the organisation’s Approved Domains list, or the new user 

cannot be added. To manage the list of Approved Domains, see Section 5 below. 

 

The following options exist when adding a new user: 

 

Authorised Contact: This will allow the user to approve all Service Requests on behalf of their 

organisation and should only be granted to trusted individuals. Users must have this box enabled 

before they can be granted DAP access. 

 

• DAP Access: This grants the new user access to the DAP application, which allows the 

management of users and email domains within their organisation. This option is only 

available where the user has been given Authorised Contact status.   

 

Test Company 

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from the 

LIMOSS Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen.  
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• Suppress Email Invitation: No Microsoft invitation email will be generated if this option is 

selected. This option is only for organisations who have previously set up a Guest Inviter in 

LIMOSS SSO. See the LIMOSS Technical On-Boarding Guide or contact the LIMOSS Service 

Desk for further information.  

 

3.1.4 Check all information is correct and click “Save”. 

 

3.1.5 If the user’s domain is not registered in the organisation’s list of approved domains, an 

error message will appear as below. 
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3.1.6 To resolve this, the domain must be added to the approved list by following section 5.1 

“Allowing a domain” in this User Guide. The “Add User” step should be repeated once the domain 

has been successfully added to the allowed list.  

3.1.7 The following notification will appear if the user was successfully added.  

 

3.1.8 To verify that the user account has been added, look for the user in the list of existing 

users. The search bar provides the ability to search for users within the Test Company organisation.   

 

 

 

3.1.9 New users accounts will appear in the list of user accounts but will not be active until they 

click on the invitation email sent to them from invites@microsoft.com. LIMOSS suggests that all new 

users are informed in advance that they will receive this email and must activate the invite before 

being able to access their LIMOSS SSO account.  

 

Test Company 

mailto:invites@microsoft.com
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3.1.10 Once they have actioned their email invitation, new users can visit 

https://portal.londonmarketgroup.co.uk/#/start to confirm their account is activated. If they see a 

welcome message, their account is working correctly. If not, they should ensure they have activated 

their invitation email and then contact the LIMOSS Service Desk. 

3.2 Adding multiple Users 

3.2.1 To add multiple users into an organisation, access DAP and select the “Users” option 

highlighted below. 

 

 

3.2.2 Select the “Import Users” button and download the example invitations.csv file by clicking 

the highlighted text “invitations.csv”.  

 

3.2.3 Add the required information for each user, as per the example below:  

• The example in row 2 should be deleted before uploading the file. 

• LIMOSS recommends a maximum of 50 users are added at a time. This reduces the 

risk of file-upload failure.  

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from 

the LIMOSS Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen. 

https://portal.londonmarketgroup.co.uk/#/start
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3.2.4 After saving the file to a local location, click the “Import” button and either select “Choose 

file” or simply drag and drop the file onto the “Import Users” screen.  

• The filename must include one full-stop only. E.g. “Import.Users.csv” is not valid. 

3.2.5 If required, tick the “Suppress Email Invitation” box. No Microsoft Invitation emails will be 

generated if this option is selected. This option is only for organisations who have previously set up a 

Guest Inviter in LIMOSS SSO. More information is available from the LIMOSS Technical On-Boarding 

Guide or by contacting the LIMOSS Service Desk.  

3.2.6 Once the file has been selected and the suppress email option is set as appropriate, click 

the “Import” button. 

 

3.2.7 After a successful import, a notification will be displayed showing the total number of users 

added. In the example below, 1 user was successfully added out of a total of 1 users. 
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3.2.8 If one or more users fails to import, a notification will be displayed showing the total 

number of users successfully added and the number of any users that failed to import. In the 

example below, 1 user was successfully added out of a total of 2 users and 1 user failed. 

 

 

3.2.9 To identify which users have not been imported, search for the successfully added user(s) 

in the user list shown below. Alternatively, contact the LIMOSS Service Desk who can confirm which 

users have not been added and why. 

 

3.2.10 New user accounts will appear in the list of user accounts but will not be active until the 

user clicks on the invitation email sent to them from invites@microsoft. com. LIMOSS suggests that 

Authorised Contacts inform all new users in advance that they will receive this email and that they 

must activate the invite before being able to access their LIMOSS SSO account.  

3.2.11 Once they have actioned their email invitation, new users can visit 

https://portal.londonmarketgroup.co.uk/#/start to confirm their account is activated. If they see a 

welcome message, their account is working correctly. If not, they should check they have activated 

their invitation email and then contact the LIMOSS Service Desk. 

Test Company 

https://portal.londonmarketgroup.co.uk/#/start
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3.3 Deleting users 

Warning: Deleting User accounts will remove access to all market services and the ability to make 

API calls using that account. This deletion cannot be undone and may result in data loss. DAP users 

are advised to check they have selected the correct accounts before performing any delete actions.  

   

3.3.1 To delete user(s), access DAP and select the “Users” option as highlighted below. 

 

3.3.2 Select the user(s) to be deleted using the tick box on the left side of each user’s name or 

click the check box at the top of the user list to select all visible users. Then click “Delete Selected”. 

To delete a single user, use the bin icon on the right side of a user’s row. 

 

 

 

Test Company 

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from the 

LIMOSS Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen. 
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3.3.3 A warning will appear as shown below. To confirm deletion, click “Continue”. LIMOSS 

recommends checking that the correct accounts have been selected at this stage. Once “Continue” is 

pressed, all selected user accounts will be deleted. The user access to all market services using 

LIMOSS SSO will stop. This deletion cannot be undone and may cause data loss. If needed, DAP users 

are advised to contact the LIMOSS Service Desk for advice before completing any account deletions.  

 

3.3.4 A notification will be displayed to confirm that the user has been successfully deleted and 

they will be removed from the list of users in the user list. 

 

 

3.4 Edit users 

The following section describes how to edit an existing user in LIMOSS SSO and explains the different 

options available. 

 

3.4.1 To edit users, access DAP and select the “Users” option as below. 

 

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from the 

LIMOSS Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen.  
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3.4.2 Locate the user account that needs to be edited, either by viewing the list shown or using 

the search bar. Select the edit icon on the right side of the user’s row, as shown below. 

 

3.4.3 The Edit User Box will appear as below. To Add or Remove the Authorised Contact status 

for a user, select or unselect the Authorised Contact checkbox shown below. By removing 

Authorised Contact status, this will automatically remove DAP Access if the user has it.  

 

3.4.4 To Add or Remove the DAP access, select or unselect the DAP Access checkbox shown 

below. A user must be given Authorised Contact status before they can have DAP Access granted: 

 

 

 

Test Company 
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3.4.5 To edit a user’s Given and/or Family name, overwrite the details in either of the name 

fields, as shown below: 

  

 

3.4.6 Once the changes needed have been made, press “Save” button to complete them. A 

message will be displayed to show that the changes have been successful  

 
 

3.4.7 Changing a User’s Email/User ID: It is not possible to change a user’s Email/User ID in 

LIMOSS SSO as this will break the underlying link between the user’s account and the market service. 

The only way to change a user’s User ID is to delete the account and then add a new account with 

their updated email/User ID. Please read the warning about account deletion beforehand. LIMOSS 

recommend contacting the LIMOSS Service Desk to discuss this in advance to ensure users do not 

lose data or access to market services.  

3.4.8 Authorised Contacts can confirm whether a user has an additional email address (Eg Alias) 

associated with their LIMOSS SSO user account by raising a Service Request with the LIMOSS Service 

Desk  
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4 Managing Approved Domains 

The domain is the part of a User ID/email that comes after the “@” symbol. Eg. For 

D.Smyth@abc.com the domain is “abc.com”. Part of the LIMOSS SSO security model is to ensure 

that user accounts cannot be added to an organisation unless the user’s domain has previously been 

approved by that organisation.  

 

When a domain is added to an organisation’s “Approved Domains” list, all Authorised Contacts in 

that organisation will be able to add user accounts with this domain. LIMOSS advise against using 

email domains that are not controlled by the organisation (E.g. hotmail.com; gmail.com) unless the 

business model requires this. 

4.1 Allowing a domain 

4.1.1 To allow a domain, access DAP and select the “Domains” as shown below. The list of 

approved domains for the Authorised Contact’s organisation is shown: 

 

4.1.2 Now click the “Approved Domain List” button: 

 

 

Test Company 

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from the LIMOSS 

Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen.  

mailto:D.Smyth@abc.com
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4.1.3 Enter the name of the domain that needs to be added to the approved list. Do not include 

the “@” symbol when entering the domain. Read the ‘Disclaimers and Warnings’ section and click 

“Save”. 

 

4.1.4 After the domain has been successfully added to an organisation’s approved list, a 

confirmation message will appear on screen. The new domain will also appear in the list of approved 

domains and when searching with the search bar. 

 

 

 

  

Test Company 
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4.1.5 All Authorised Contacts in the organisation will receive an email providing details of the 

added domain as below: 

 

4.2 Editing a Domain 

4.2.1 To edit a domain, access DAP and select the “Domains” option as highlighted below. The 

list of approved domains for the organisation is shown 

 

 

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from the 

LIMOSS Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen. 
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4.2.2 Locate the domain to be edited, either by viewing the list shown or using the search bar. 

Select the clickable edit icon on the right side of the domain row, as below. 

 

 

  

Test Company 
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4.2.3 Edit the name of the domain and read the “Disclaimers and Warnings” section, then click 

“Save” to confirm changes.  

 
 

4.2.4 After clicking Save, a notification will be displayed to confirm that the domain has been 

successfully updated. 

 

4.2.5 All Authorised Contacts for the organisation will receive an email providing details of the 

changed domain as below: 
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4.3 Removing domains 

Removing a domain from an organisation’s Approved List will not affect existing user accounts. If 

Lloyd’s authentication services are integrated with LIMOSS SSO, domains should not be removed 

unless all users with this domain have been removed – or do not require access to Lloyd’s services. 

Contact LIMOSS Service Desk for further guidance. 

4.3.1 To remove a domain, locate the domain and click the bin icon to the right of the domain 

row:  

 

 

4.3.2 A “Warning” message will be shown as below. Click “Continue” to confirm the deletion. 

 

4.3.3 A notification will be displayed to confirm that the domain has been successfully removed. 

 

 

Test Company 
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4.3.4 All Authorised Contacts in the organisation will receive an email providing details of the 

domain which has been removed as below. 

 

To avoid accidental removal of domains there is no functionality to bulk delete domains.  
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4.4 Confirming Number of users per Domain 

DAP allows Authorised Contacts to see how many users are registered against a specific domain. 

 

4.4.1 To confirm the number of users against a domain, access DAP and select the “Domains” 

option as highlighted below. The list of approved domains for the organisation is shown. 

 

4.4.2 Locate the domain of interest, either by viewing the list shown or using the search bar. 

Select the clickable circle on the right side of the domain list, as shown below. The number of users 

with that domain who are registered in LIMOSS SSO by the Authorised Contact’s organisation will be 

shown to the left of the clickable circle. 

 

  

Test Company 

As an Authorised Contact you can use this Devolved Admin Portal (DAP) to add, change and remove users from the 

LIMOSS Single Sign On Solution. You can also manage the Approved Domains held for your organisation.  

To get started, please select "Users" or "Domains" at the top of your screen. 
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5 Support 

5.1 Feedback 

Any errors or omissions relating to this user guide should be raised with the LIMOSS Service Desk as 

below. Similarly, any suggestions or feedback relating to the live DAP tool should be raised with the 

LIMOSS Service Desk. LIMOSS is always looking to improve its Market Services in order to best serve 

the London Market. 

5.2 LIMOSS Service Desk 

The LIMOSS Service Desk can be contacted 8am-6pm Mon-Fri excluding English Bank Holidays:  

 

• use the LIMOSS Contact Page  

• call +44 (0) 207 515151  

• use the LIMOSS 24/7 Service Desk Portal 

• e-mail servicedesk@limoss.london  

https://limoss.london/contact
https://customer.hornbill.com/limoss/
mailto:servicedesk@limoss.london

